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Wnorakn MoALtikn Kot 12.1

Alktua Emikovwviwv

YneuBuvog cuoTNUATWY Kot SIKTUWV MANPodOPLKNAG Kal
ETUKOLVWVLWY

TMHMA AZOAAEIAZ NTAHPOOOPIQN KAI MPOITAZIA
MPOZQMNIKQN AEAOMENQN

OpyoviLoHOG

EAAHNIKH AZTYNOMIA

Movada

YMOYPrOz NPOZTAZIAZ TOY MOAITH | APXHIOZ | B'YNAPXHIOZ | TENIKH AIEYOYNZH YIMOXTHPIZHZ | AIEYOYNZH
MAHPO®OPIAKQN 2YITHMATQN KAl WHDIAKHZ AIAKYBEPNHXHZ | TMHMA AZ®AAEIAZ NAHPOM®OPIQN KAl
MPO2TAZIAZ MPOZQMIKQN AEAOMENQN

Kwdkag O¢ong Katnyopia Npoocwrnikol
1226668581 MNOAITIKO NPOZQMNIKO
Epyaciakn Zxéon

MONIMOI YONAAAHAOI TOY AHMOZIOY /AIKAZTIKOI AEITOYPIOl /AHMOZIOI AEITOYPTOI

Evtog Katnyopia KAabdog EldkoTnTa

MNpocovtoAoyiou Eknaidsuong

NAI MNe NAHPOOOPIKHZ NAHPO®OPIKHZ (SOFTWARE-
HARDWARE)

Tonog Epyaciag E€untnpétnon MoAitn

M. KANEAAOMNOYAQY 4, 10177, AHMOZ AOGHNAIQN, EAAGSa NAI

Zuvrtopun Mepypadn tng O€ong epyaoiog

ZUVTOVILEL KL OPYOVWVEL TIG SPATELS YLa TRV LAOTIOINGN TWV KATELUBUVTPLWV 06NYLWV TNE Aloiknong avadopikd
LE Ta cuoTnpata & ta Siktua mMANpodopLKNG KOl ETUKOLVWVLWV.

Feviko Npodil

MuoBoAoyikég MpoPAEYPeLg BaOuog
M Yraywyn oto poBohdylo o A
e B’

OE€aipeon amnod to ploBoAoylo




LIErutAéov apolBég o I

Ixéoelg avadopag Kat CUVEPYOoioG

®Dopeig pe Toug onoioug ocuvepyaletat Avadépetal o

¢ Nourol Mopeig Tou Anpoaciou, n cuvepyacia pe e [poiot. TuAuatog
Toug ontoloug eival amapaitntn ya tnv doknon Twv | ¢ Mpoiot. A/vong
oppodLloTATWY TNE YIinpeoiog.

Kupla kaBrkovta

o MEAETA TA TIOLOTIKA XOPAKTNPLOTIKA TWV SIKTUWV Ko Twv EPAPUOYwWVY Kot UAOTIOLEL BEATLWOELG.

e Evnuepwvel kat ekmatdeUeL TOUG TEAIKOUG XPNOTEG TWV CUCTNUATWY & SIKTUWV TIANPOPOPLKAG KAL ETILKOVWVLWV
avapopLKd e TNV opBr) xprion Kal tTnv aglomoinon Twv SuvaToTHTWV AUTWV.

e YUvtaén, avaokomnon Kal emnikatpornoinon tng MoAttikng Aoddaielag NMAnpodopLwv kat MAnpodoplakwv
Juotnuatwy tng EAAnvikng Actuvopiag.

e Alevépyela peletwv Amotipnong Piokou (RiskAssessment).

e EAeyyog kat afLoAdynon wg mpog tn Aoyikn Kot puoikr] achaiela tou oxeSlacpol Kal Tou TpOmou Aettoupyiag
TWV MANPOdOPLAKWY CUCTNHUATWY, TWV Slacuvdéoewv Kal Slemadwy auTwy e TPLTA CUCTANATA.

e Alevépyela peAetwy Extipunong Avtiktimou (ImpactAssessment).

e KaBoplopog Ixediwv AcdHAAeLOC LE TO TIPOTELVOUEVO LETPA 0.0POAELNG TWV UTIO €EETAICN CUCTNUATWY
Slaxeiplong mAnpodoplwv.

¢ Yoo npotdoswv avabewpnong Stadikaclwv achAAELOG e OKOTIO TNV MPOOTOCIA TNG EUMLOTEUTIKOTNTOG,
OKEPALOTNTAG KOl SLaBECIUOTNTAG TWV TTANPOPOPLWY KoL SESOUEVWV.

e Evnuépwon tng Apxng Emxelpnolakng Asttoupyiog (A.E.A.), onwg opiletat amno tov E.K.A., Tou AleuBuvtn TG
AtevBuvong NMAnpodoptkig kat Tou Apxnyou tng EAAnvikN¢ Actuvoplag, LlepapyLkad, yio tThv tpdodo Tou
mhatciov Slaxeiplong aoddAetag mAnpodopLwy Kot TANPOoPOPLAKWY CUCTNUATWY, KABWE KoL TA AmoTeEAECUATA
TWV EAEYXWV KOL TWV HEAETWVY QTOTIHNONG KvdUvVou yla ta TTAnpodopLlakd cuotiuota tng EAANVIKAC
Aotuvopliac.

e [postolpacio vouoBeTikwy puBUicewv Kal SLOIKNTIKWV Tpaewyv o€ BEpata appodlotnTag tou TUAUATOC.

® JUUUETOXN O€ aoKNoelg aoddalelag MAnpodoplwv mou SlevepyouvTal TOOO o€ £BVIKO 600 Kol
EUPWIAIKO/ELeBVEG eTtimedo yla Sloxeiplon KPIOWY KATOOTACEWV NAEKTPOVLKWV ETILBECEWV KAL CUVTOVIOUO
QUECWY EVEPYELWV.

e Juppetoxn otnv Opada Avtipetwriong Meplotatikwv Aoddaletag NMAnpodoplwy, cludwva Pe Ta 0pLlopEeVaL
otnv NoAwtikn Aopaletag NAnpodoplwv kat MAnpodoplakwy ZUCTNUATWY.

o Exmpoownnon tou Qopéa o€ TEXVIKEG OpASEC epyaciag yla Bépata aoddalelag mAnpodopLwv.

e Awaxeiplion g Edapuoyng ékdoong Eumvwy Kaptwv (smartcards).

e EAeyxog ouppopdwong tng NoAttikng Aodpaielag NMAnpodoplwv kat NMAnpodoplakwyv TUCTNUATWY KAl OAWV TwV
KOBopL{OPEVWV OE OUTH) UTIOXPEWOEWV HE HopdH ETLTOTILWY /KL ATIOUAKPUOUEVWY EAEYXWV.

e JUvtaén avadopwv EAEYXWV CUGTNUATWY TANPOPOPLKAC LE OAEC TIC SLATILOTWOELG, OL OTIOLEC KaTaypAdnKav Kot
adopolV TNV achaAn Asltoupyia auTwy.

e [MapakoAoUBnon TwWv evepyeLwv UAOTIOINGNC TWV TIPOTELVOUEVWY HETPWY BEATIWONC TWV SLATLOTWOEWV TTOU
Kataypadnkoy KAl N yYWWUATEUCN YLl TNV AmoSOTIKOTNTA KL AMOTEAECHATIKOTNTA QUTWV.

e JUvta&n odnywwv TopUsers kat TEALKwV XpnoTwv Kal N evnuépwaon Kal kaBodrynaon oAwv Twv YINpeoLwy TG
EAANVIKAG Aotuvopiag nepl Twv PETPWY acdAalelag eEOMALOUOU KAl UTINPECLWY EMLKOLVWVLWV Kall
TIANPodopLKAG.

e YroBoAn nmpotdoswv npopnBetog kat avoPadpiong texvoloyikol e€omAtopol/Aoylopkou yia tn Staopaiion
™G opOn¢ kat aoharouc Asttoupyiag Twv MAnpodoplakwyv TuctnuATwy tn¢ EAANVIKAC AcTuvouiag.




e H ouvepyaoia UE TIG apUOSLEG apXEG YL OEpaTo 0loPAAELAG EBVIKWV ETIKOWVWVLWV KOL GUCTNUATWY
texvoloyiac mAnpodopikrg, Kal miatonolnong tipnong Kal enefepyaaciag Stafaduiopuévou vAikou.

e Hevnuépwaon oe kabnpepLvr) BAon OXETIKA UE VEEG aTEIAEG, eUTIAOELeG (vulnerabilities), 61eBviy cuppavra.

e Ekdoon mioTonolnNTkwv Kpumrtoypddnong amno tn CA tng EAAnvikn¢ Actuvopiag f amo e€wTepLKES
avayvwplopéveg CAs.

e ELSKOTEpPO OlO)OAElTAL PE:

e -mopaywyn auvtoteAwv MoAtikwv Acodaleiag,

e -£kdoon kal akUpwon Kaptwyv tpdcBacnc (smartcards) oto MAnpodoplakod Tuotnua tng EAANVIKAG AoTtuvopiag,

o -fekAeldwpa UMAOKOPLOPEVWY KOopTwV MPocPBacng (smartcards) oto NMAnpodoplako TVotnua TG EAANVIKAG
Aotuvoplag,

e -mOpOXN 08NYLWV 0TOUC TEALKOUC XPHOTEC €Mt {nTnudtwy ékdoong/akupwong smartcards kat USB Tokens, og
ouvepyaoia pe toucg Top Users,

e -SlayxeipionuotnudtwvAodaielag: Antivirus (H/Y, Proxy, Mail Relay), Sandbox, Mobile Device Management
(MDM)/Enterprise Mobility Management (EMM), Data Loss Prevention (DLP) kA,

e -mapakoAoUBnon tng Epappoyng Helpdesk kat emiluon twv mpoPAnudtwy appodlotntag Tou TUAUOTOG,

e -TapakoAoUBONoN TWV AdELWV AOYLOULKOU KAl LEPLUVA YLOL TNV AVOVEWGT QUTWV,

e -ouvelodOpa o€ EpWTHHATA TTOU adopouv apxeia kataypadng, o cuvepyaoia e Ta cuvapuodia
TuApato/Mpadeia tne Ynnpeoiag.

e Katomiv evioAng tou Mpoiotapévou Suvatal va aokioeL KaBrjkovta ou Tou avatiBevtal oto mAaiclo twv
appodlotitwy TN Yninpeoiag cuudwva pe tov Opyaviopud tou Qopéa.

Oseouikr EKtpoowrion Kat Zuvepyaoio

Anartovpeva Mpooovta

Yriapé€n l6IkWV/opyaviKwy SLATAEEWV YLo TOL ATTOULTOUMEVA TUTILKA TIPOoOVTa ()4

Turnika Mpoaoovta

Mpooodvta Baon MNA 85/2022 | Ntuyio i dimhwpa MAnpodopwkng A Edapuoocpévng NAnpodopkng n
Edappoopévng NAnpodopkng Le katevBuvon: i) Epapupoopévng MAnpodoptkng n
ii) Atoiknang Texvoloylag n Epapuoopévng NAnpodopikng - ELCOyYwWYLKN
katewBuvon Emotiung kat Texvohoyioag YmoAoylotwyv | Ebapuocpuévng
MAnpodoplKAG - eloaywytkn katevBuvaon MAnpodoplakd uothuata f
MAnpodoptkng Kat ThAepatikng r Emotiung YrmoAoylotwy | MAnpodopikng kat
TnAemkowwviwy 1 EmetApng kot Texvohoyiag YroAoylotwy f EMeTAUNG Kalt
Texvoloylog TnAemikowwviwy 1 MANpodopLkAg e ebopUoyEC otny Blolatpikn
ASakTIkAg TG Texvoloyiag kat Wnolakwy Tuotnuatwy 1 Wnolakwv Zuotnuatwy
f Emotnuwy kot NoAttiopol — KatevBuvon H/Y i MnxavikoU HAEKTPOVIKWY
YrioAoylotwy Kat MAnpodopikng n Mnxavikot MAnpodoplkng Kot
TnAemkowwviwy /| HAektpoAdyou MnxavikoU kat MnxavikoU YoAoyLotwv n
HAektpoAdyou MnyavikoU kat Texvohoyiag YroAoylotwy 1} HAektpoAdyou
MnxavikoU kot MnxavikoU H/Y 1} HAektpovikng kot Mnxavikwyv YIoAoylotwy 1
HAektpovikol MnyxavikoU kat Mnxavikou YoAoylotwyv i Mnxavikwv
MAnpodoplakwy Kat EMmKowwvioKkwy Suctnudtwy R Mnxavikou H/Y
TnAeMKOWWVIWV Kot AKTOwvV /| Mnxovikwv NMAnpodoptkng Kat YIToAoyLoTwy
MnxavikoU MAnpodoptkig, YToAoyloTtwy Kal THAETIKOWWVIWY 1} MnXavikwv
MAnpodoptkng kot HAskTpovikwy ZuoTtnuatwy r Texvoloylwv Wnolakng




Blounyaviag A.E.l. Tng nuedamng f akadnuaikd .oodUvVapog i LoOTLUOC TITAOG
avtiotolyng l8kOTNTOC OXoAWV TG aAlodarmAc.

Tvwoeg

o [VWon apxLTEKTOVIKAG, AELToupylag, HeBodwv kal péowv agloAdynong
EMSO0EWV CUOTNUATWY & SIKTUWV MANPOGOPLKAG KOL ETILKOLVWVLWV.

e [vWwon MPOTUTMIWY, TEXVIKWY Kol SLadIKaolwV achaAelag cUCTNUATWY & SIKTUWY
TIANPOPOPLKAG KAL ETILKOWVWVLWV.

e Baolkég yvwoelg mepl o Sikato tng mAnpodopiag (achaielo mAnpodoplwy,
TIANPOPOPLAKWY CUCTNHATWY KoL SIKTUWV, ELBKA INTAUaTa pootaciag
TIPOCWTILKWV SeSopEVWY).

e oAU kaAn yvwon tng ayyAlkng yA\wooag (€udacn oe Texvikn opoloyia).

Eldkég amnattnoslg Oéong
Epyaociag

Epnelpia

AegLotnteg

AggLotnTa EmOupnto eninedo
AIAXEIPIZH TNQ2H2 YynAo
EMAITEAMATIZMOZ & AKEPAIOTHTA Métplo
EMIAYZH MPOBAHMATQN & AHMIOYPIIKOTHTA YynAo
HIETIKOTHTA Métplo
OMAAIKOTHTA Métplo
OPTANQ2ZH & MPOTPAMMATIZMO2 Métplo
MPO2ANATOAIZMOZ 2TO ANOTEAEZMA Métplo
MPOZANATOAIZMOZ 2TON MOAITH XapnAo
MPOZAPMOZTIKOTHTA Métplo

EmiBupunta Npoodvta

o [lLOTOMOLNOELS OF:

e -CISSP (Certified Information System Security Professional),
e -Cisco Certificate in Ethical Hacking,

e -IBM Certified Associate

e -IBM Certified Analyst

e -IBM Certified Administrator

Awdpkela Onteiag

YROXPEWTIKN EMPOpdwon AANAeg MAnpodopieg
TP Thv avaAnyn tng O£ong
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